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Abstract. The research study aims to delve into the variotsreal factors in the socio-
cultural and political domain of Bangladesh thatamage cybercrime. These factors
play a major role in shaping the psyche and petisgeof offenders. The paper applies
the method of survey and systematic review. Theesuis conducted using the method
of stratified sampling for having the best idea white trends and perspectives of the
indigenous population of Bangladesh. The systematiiew in context is conducted by
application of the grounded theory approach of itatale research method. Constant
comparative method with the three levels of cogingcedure is used for zeroing in on
the theoretical perspective regarding the answethd research questions of this study.
The intricate process in context is used for idgimg the reasons leading to acts of
cybercrime. Moreover, the intertwined relationshgtween cybercrime and the domain
of e-commerce in Bangladesh gets explored. Thewanvays in which the domain of e-
commerce is exploited by the offenders for victimiz companies or consumers is
scrutinized. The thesis explores the manner in iveicommerce is being detrimentally
affected by the encompassing challenges. The fjsdiand analysis lead to the
identification of key ways in which the domain eE@mmerce can thrive and flourish in
Bangladesh. The aspects of management, trust, a@smeand technology are explored
in detail. Apart from this, other factors that associated with the performance of e-
commerce companies are also scrutinized in the seowf the study. The
recommendations made in the study can pave the foaysuccessful business
management of e-commerce companies and strongeoregdan Bangladesh.

Keywords: Cybercrimes, e-commerce development, awareness cyfercrime,
technological security solution, trust on ecommecgber security management

1. Introduction

A developing country such as Bangladesh is bounbetander constant threat due to
cybercrime due to its fragile technological andskfucture and lack of knowledge and
knowhow for the same. Therefore, it can be ascerththat the biggest challenge being
faced by e-commerce management in Bangladesh asasvalround the world revolve
around their promulgation and promotion. This is&wese research studies reveal that
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customers are less likely to use e-commerce fasiliand refuse the performance of
online exchanges and transactions due to fearhieir fpersonal data and breach of
privacy. Absence of trust is another reason fangalf of the same (Rashad Yazdanifard,
Noor Al-Huda Edres, (2011). The management of eraerae companies fail to develop
trust and confidence in the consumers, which d@gefroblems for companies and its
development.

Such organizations are also under a consthatlenge to battle cybercrime
considering their lack of knowledge and awarendssyber culture and cyber security.
Moreover, the lack of available manpower for impégting counters-measures and
develop cyber security technology adds to the igMeik, 2018). Often management
face problems to tackle such problems due to ldckanpower or authority in their
hand. Such problems contribute to increasing cybmecand weak management in the e-
commerce companies.

Moreover, since e-commerce companies @dding a greater amount of access to
systems as well as individuals not directly undieirtcontrol, they must ensure that they
have integrated a cyber-defense developed by tmainagement. This is a major
challenge since cyber attackers are constantlyiggpand finding new ways of attacking
and hacking systems and organizations. Anotherlesigd for such ecommerce
companies include avoiding under informed behaaiwt establishing holistic strategies
of defense.

2. Theoretical background

2.1. Fraud triangle

In context of ascertaining the determinants of cgtime, one should delve deep into the
theoretical notion of fraud triangle. Fraud triamglan be described as a concept that
explicates the causes behind committing fraudubemivities at any workplace. The
theoretical concept consists of as many as thretindi elements that can be held
responsible for the fraudulent activities. The ¢hrdistinct elements are: Pressure,
Opportunity, and Rationalization.

According to the notion of fraud triangle, a pergmyages in committing the fraud
when the encompassing conditions for committingfthadulent act are quite favorable
to the individual. So, it is noteworthy that thaddulent act is not a random thing in any
way.

Pressure can be comprehended to be a motivatiagerson who commits a fraud.
The individual might be under the influence of per financial onus or any other kind
of pressure that prompts the fraudulent act. If ihdividual is unable to solve the
pressure through legal and rational means, thenp#teon might opt for illegal or
irrational ways for addressing the problem. A pers@an be under the pressure of
financial burden, maintenance of his lifestyle, awd on. When there is no apparent
means of achieving one’s work goals or personalsgmaading on the path of honesty,
the person might resort to the use of dishonesittyikegality to fulfill the needs (Thakur,
n.d.).

When a person is under pressure, he would lookhtoright opportunity to commit
the fraudulent act. A person might abuse his owsitjpm, or use his knowledge to
execute the fraud. In the domain of technology, mitting fraudulent acts become
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somewhat easier for people as they do not neeeé fohigsically present in front of the
victim in any way for committing the act.

The last stage of the concept of fraud trianglénswn as rationalization. At this
stage, the person who is defrauding others endedoqdustify the fraudulent act in any
acceptable way. It should be noted that most peable commit such frauds so not
perceive themselves to be criminals. Instead, paoiple explicate the situation of the act
and rationalize their position (Thakur, n.d.).

So, one can understand how the contextual theatetmncept of fraud triangle
explores the motivations and needs of the criminal® engage in committing
cybercrime. Fraud triangle sheds light on the pshadical aspects that precede the act of
cybercrime. It is important to understand the psyahd perspective of the criminals to
delve deeper into the determinants that lead tb stiminal acts on the internet.

2.2. Organized criminal groups

There is apprehension that organized crime groughktralso be involved in cybercrime
in various developing nations of the world. For poehending operations of organized
criminal groups, one should consider them akiratinal economic players who have an
aim of maximization of profit. The profit of suchiganized criminal groups depends on
the capacity of emulating market mechanisms. Thel sanulation might need
formulating strategic alliances and making propecisions about capital investment.
Moreover, it might also involve identification ofems of new growth or adopting new
systems. The organized criminal groups engage msidering certain factors while
taking any decision about geographical locationthef fraudulent activities (Monsma et
al., 2013).

The organized criminal groups are specificallyueficed to take location decision
on the basis of the strength of that place’s rdillaw. Any individual's decision to take
part in any kind of criminal activity is related tbe probability of being caught by the
law enforcing authorities and convicted for thegll act. So, an individual's inclination
toward crime can be enhanced due to laxity or shoring in the rule of law. In case of a
country like Bangladesh, the weak rule of law imteat of cybercrime and permissive
regulations create a fertile ambiance for such io@mactivities by individuals. One
should note that in an economic domain like thaBaifgladesh, the level of readiness of
regulatory institutions to curb cybercrime is notpar with the regulatory authorities in
developed nations like the United States or Unedjdom.

In fact, the scenario is not unique to the courdfyBangladesh. Many other
developing nations have the same problem. ManyrAarad African countries were late
in adopting the latest developments in technologiiese countries were late in
integrating such technology in their administratiumctions as well. Over the years,
many developing economies of the world have takeasures to enact law for dealing
with cybercrime within their territories. Howevesuch laws lack proper enforcement.
The developing economies lack enforcement mechanisivsuch laws. So, one can
comprehend that the lack of strong mechanism ofémpnting law against cybercrime
is one of the primary determinants that encouragdh £riminal activities (Al-Dosari,
2020). In context of Bangladesh, one can compreliemdact that the country does not
have a strong legislation that could curb cybererigffectively. Further exploration of
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the legislations related to such acts of crimigatian create a better notion about the
status quo of law enforcement in Bangladesh.

2.3. Bangladesh and law against cybercrime

With the evolution of digital economy across théirenworld, the urgency of ensuring
digital security has enhanced by a substantialededglobalization has further enhanced
the speed of this evolution of digital economy. ©ndhe circumstance, various
governments are left to face complicated cyberdstycthreats. Such threats have the
capacity to substantially damage a country's inftesure and economic growth. The
scenario is most complicated for countries in Asiaere expansion of internet has
heightened in the midst of internet revolution. Tdwaintries in this region are inclined
toward leveraging the various benefits of the nauvdigital economy. These countries
want to preserve their national security at the esaime in this post-internet globe.
Hence, many countries in Asia have adopted polidlet can be described as
protectionist in characteristic. It should be rerbened in context of this discussion that
Bangladesh'’s neighbors have developed strong &igisk for dealing with the threat of
cybercrime within their sovereign territories. ladias also developed separate police
stations for investigating cases of cybercrimeshiwitits territory. Moreover, many
policies that are adopted by certain nations of région are not totally aligned with
international parameters. One can comprehend thtdt environments that do not align
themselves with international standards of pradectind stringent action become the
best possible places for engaging in cybercrimd® ihdividuals engaging in such
criminal endeavors see the environments as conielsagasier for such actions.

One should take into reckoning the fact that Basegh goes on to lead the entire
globe in share of mobile malware infection. Otheurtties in the Indian sub-continent
like Nepal and Sri Lanka have also experiencedjaiffgant rise in instances of cyber-
security threats or attacks. The trend makes isgicnous that this region is seen as a
safer place for committing such crimes. The govemnihof Bangladesh has recognized
the threat posed by cybercriminals in the counfhe recognition of the encompassing
threat in the era of digital economy and digitiaathas led to enactment of legislation in
the country that aims to curb the contextual prnobl€he Digital Security Act, 2018, has
come into existence in Bangladesh for dealing il threat of cybercrimes. The act
aims to address the heightened concerns aboutldggiturity. However, it should be
noted that the legislation is location within thasger Information Technology regulatory
ecosystem (Singh, 2020).

2.4. Education about technology

Some years back Bangladesh went on to recognizendissive scope of development in
the sector of Information Technology. The massivem of the neighboring nations
like India, Sri Lanka, Singapore, Malaysia, andd@ipore prompted the government of
Bangladesh to heighten its efforts of educatingythath with technological knowledge.
Various academic programs went on to be adoptethdpublic educational institutions
and the private educational institutions to dissert@ knowledge of technology and
computers among thousands of youngsters. Variousnmmendations of the JAG
commission report went on to be implemented bygtineernment across the entire nation
of Bangladesh.
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It is the primary aim of Bangladesh government meme as one of the key
software exporting nations in the region withirhars span of time. The utmost efforts of
the educational system to imbibe technological Kedge among the students are meant
to fulfill the contextual aim of the government. élteducational institutions have
significantly enhanced the number of students wduo jgursue such academic degrees.
More students are getting enrolled in Computer riigeprograms across Bangladesh
over the last few years. Various educational instihs have set up proper educational
infrastructure for enriching the students with sabsal knowledge in the domain of
study.

However, it is imperative to reckon that proporéibenhancement in employment
opportunities should be there in the national eopnoThe students who are getting
educated in the domain of knowledge would immedisgeek proper employment after
they complete their academic program in collegesniversities. There should be ample
scope for such students in the domain of work. @benomic condition of the nation
might become an occlusion in the path of successuch educated youth if they do not
find proper employment in the country.

One can understand that these educated individaaspossibly get lured by the
prospects of earning easy money through cybercrithese individuals are properly
educated in the field of work, and they have thepscof employing their skills for
malpractices. The acts of criminality in the cyleorld require using technological
knowledge on the part of all the offenders. Bangididgovernment has recognized the
need for developing its human capital by dissenmgdtnowledge of technology through
academic programs. However, the government shdsddteave a vision and mission of
using the contextual human capital in constructivanner. Channelizing the youth
properly would lead to economic development ofriagion. The educated youth should
have ample opportunities of finding good employmditese efforts by the government
can work as deterrents to cybercrime in Bangladesh.

3. Research hypotheses

3.1. Hypotheses

Hypothesis 1. There are certain external socio-economic factors that function as positive
catalyst to the growth of cybercrimes across Bangladesh in the contemporary era.

While the literature survey has already identifetain key aspects that have the
potential to play a pivotal role in ascertaining #tope of executing cybercrimes, there is
need to further test the validity of this hypotisedihe hypothesis’ correctness can lead to
further exploration of the extent of impact exudgdsuch socio-economic factors across
Bangladesh. The specific causes that affect theadowof criminality in Bangladesh can
involve dynamics that are left unexplored in a geliwmed scrutiny. Testing this
hypothesis is a primary requirement of the reseatally. The research study ought to
involve the best possible methodology of reseanel ¢an help in advancing toward the
deciphering the latent aspects.

Hypothesis 2: The acts of cybercrime in Bangladesh can detrimentally affect the
domain of e-commerce by waning sales and discouraging further addition of businesses
across thefield.

The second hypothesis of this research study mdetulthe notion that the
commission of cybercrimes in Bangladesh can affeete-commerce businesses in a
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substantial manner. The hypothesis uses the comemissf cybercrimes as an
independent variable, while the business of e-cormenis the dependent variable in this
context. The literature review of this researchigthas already shed light on the manner
in which cybercrimes can complicate business in@untry. In context of Bangladesh,
the scenario becomes all the more complicated ovtdrgertain factors. It is imperative
to check this hypothesis on the basis of furthéa dad interpretation. The accuracy of
this hypothesis is closely intertwined with the Isofuthe research topic of this study. Its
level of accuracy would provide strength to theidti argument presented in the study.
Moreover, it would pave the way for finding inteni®ns.

Hypothesis 3: The application of certain key interventional methods can substantially
lessen the scope of commission of cybercrimes in the domain of e-commerce in
Bangladesh, thereby catapulting the performance of businesses and transaction between
consumers and companies.

The third hypothesis of this research study postslahe notion that there are
various ways in which the threat of cybercrimeBangladesh’s e-commerce business
can be mitigated. As such, the interventional ma#share the independent variables on
which the variable of e-commerce business’ perfoigeais dependent. The contextual
study aims to identify the methods of interventibat can be initiated by the companies
or businesses across Bangladesh for safeguardengséives from cybercriminals. The
correct methodology of research can pave the waygdoming in on the most effective
interventional acts in businesses. The intervestican strengthen the relationship
between the companies and the consumers. Moretlvese interventions can also
encourage the potential consumers to engage imeaeoce devoid of any apprehensions
about safety and security on such platforms.

3.2. Conceptual basis for comprehension and analgsi

It is the purpose of a theoretical framework ofeaearch study to shed light on the
conceptual basis for comprehension and analysis.fldfmework explores the design of
ways in which the intertwined relationships amonariables can be explored. A
theoretical framework should pave the way for testlresearch methodology that can
help in identification of the certain aspects.

New research data needs to be interpreted as wealb@ded for subsequent usage.
New problems that have no previously ascertainddtiens should be strategically
solved. The solutions to the identified researabbj@m should be properly evaluated.
The most important facts / information should bstidguished from other data. Old /
existing data or information should be given newanieg and new interpretation.
Significant new issues can be identified and thegehension of such issues should be
maximized. People from the professional domain khdwe provided with a frame of
reference that can help in their profession. Furtesearch can be guided and informed
for improvement of professional practice.

For the fulfillment of the above-mentiongdrposes the contextual research work
would use the grounded theory approach of qualéatesearch method to conduct a
systematic review. The subsequent sections ofttapter would discuss the intricacies of
the method of research. The next sections alsaigiso detail about the modus operandi
of grounded theory approach and survey that ardieabm the case of this research
study.
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4. Research design and findings

4.1 Sample Description

The survey was conducted on 120 respondents framgl8aesh. The questionnaire was
shared online. The respondents sent the questrenfi@ick with their replies. The
subsequent analysis of the information collected this survey has shed light on
intricacies of the research area. The present ndseaork aims to identify the
determinants of cybercrime. Also, the effects dfergrime on Bangladesh’'s e-commerce
need to be ascertained. When it comes to the guesfisurvey, the respondents were
chosen from the general public. So, it can be messed that none of the respondents
are experts in the field of technology. It was ghienary aim of the survey to gauge the
perspective and notion of the general public ragaraybercrime and threats in the
domain of e-commerce. The findings could be astetiaith the identified aspects from
the systematic review of the scholarly sources thatonducted using the constant
comparative method of grounded theory approach.

Among the 120 respondents, 60 people wailesnwhile the rest were females. The
respondents were further stratified on the basiagef. The sample was created on the
basis of three age groups: 18-30 years, 31-40 yddrsand above. The contextual
stratifications were made to ascertain the holigiicture of the larger population of
Bangladesh. Half the respondents were chosen fhancity of Dhaka, the capital of
Bangladesh. The rest of the respondents were festain suburban areas of the country.
This distinction was made to ensure that the sumepyesented both the urban and
suburban masses. It is imperative to have an ivglumindset toward people of the
suburbs as they also engage in e-commerce tramssiclihe questionnaire that was used
for the survey is attached in the appendix seatiotine research work. The findings and
analysis are discussed in detail in the subseeations for treading toward a concrete
theoretical model of comprehension.

4.2. Statistical description

The respondents were asked if they have a sukstatea about cybercrime. 82 per cent
of the respondents opined that they have a goadatleut cybercrime. When they were
asked if they have heard about certain terms ligbvare, spyware, key-logger, etc. only
37 percent people responded with a positive ansWerse two initial questions of the
survey clearly expose how maximum people in Bareghchave little understanding of
the intricate aspects of cybercrime. It is shockiogiote that most of the people think
that they have a good idea about cybercrime. This between belief of having
knowledge and reality of lacking comprehensionHertcomplicates the scenario in the
country. It is understandable that the lack of pragnderstanding helps cybercriminals in
executing their fraudulent activities in the domafre-commerce.

The respondents were further asked if tied/trust in all the e-commerce platforms
of Bangladesh. However, just 68 per cent of thal tatspondents opined that they trust
the e-commerce platforms in the country. A largetisa of the respondents opined that
there are trust issues when it comes to the quesifoe-commerce platforms of
Bangladesh. 32 per cent of the respondents’ opireflacts the larger issue of lack of
trust in e-commerce business in Bangladesh. Thi#nfinneeds to be attributed utmost
significance as it reflects the larger perspecti’people living in the country. If there is
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lack of trust among potential consumers acrossstiwety, the entire domain of e-
commerce would be detrimentally affected in theemahead.

The respondents were then asked if theywkanyone personally who has faced
fraudulent activity while engaging in e-commerc®.gker cent of the respondents opined
that they are personally aware of people who haoee victims of e-commerce fraud
in the past. In goes beyond saying that the firglstied light on the complicated scenario
in Bangladesh where incidents of cybercrime havkaroed significantly. Directly
knowing people who have become victims of such ayiees creates a negative
impression about the entire domain of businessiriext. The status quo ought to have a
negative effect on business, if not controlled prop

The respondents were also asked if thelytlfied there should be stronger laws for
curbing cybercrime in Bangladesh. 78 per cent eftttial number of respondents of this
survey said that Bangladesh needs stronger lawleabwith the issue of cybercrime in
the country. The significantly high number of resgents in favor of stronger laws
shows that most people feel that the present Egsls need alteration. There is scope of
bringing further developments to satiate the neafdaule of law in Bangladesh. It is
comprehensible that the domain of cybercrimes @nsfiorming itself rapidly. The
criminals who engage in such activities update gedves with the latest technology. So,
the laws should also be periodically updated tobctive illegal activities of these
criminals.

The respondents were asked if they fedtadntsafe while sharing their banking
details at the time of shopping online. 65 per adrthe total respondents of this survey
said that they feel safe while sharing their bagldetails online during e-commerce. The
figure shows that a lot needs to be done for reygopeople’s faith on the e-commerce
platforms of Bangladesh. People would refrain frbaying things online, if there are
concerns about their safety. Online payments wdgcavoided by the consumers. In
such a scenario, cases of tax evasions can inceigsidicantly in the domain of e-
commerce. The exchequer of the government of Bdegla would also be negatively
affected in such a scenario.

Finally, the respondents of the survey wasked if there is need of conducting
awareness campaigns across Bangladesh for heightdr@ knowledge of people about
cybercrimes. 88 per cent of the respondents satithwould be a good idea to start
awareness campaigns in Bangladesh educating tilergvabout the risks posed by
cybercrimes today. So, one can understand that rityajof people want planned
campaigns regarding the contextual issue. It wquitnbe to be helpful in controlling
cases of frauds. People with proper awareness wefildin from engaging in dubious
transactions. It is the prerogative of the goveminaamd major e-commerce companies to
come forward for heightening people’s awarenessitathe matter.

The questions of the survey have endeavtireghuge certain aspects associated
with cybercrime and e-commerce in Bangladesh. Témspective of people about the
issues can help the research study in gaugingithieate dynamics at play in the socio-
economic domain of Bangladesh in the contempoiargs The survey clearly indicates
that there is need to heighten people’s awareriss ayber threats in Bangladesh. Both
the government and the e-commerce companies shioultieir best to raise people’s
awareness about the matter. Prevention by the adegand the consumers can be a
major step toward minimizing cases of cybercrinmethe domain of e-commerce.
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4.3. Hollow diffusion as a determinant of cybercrine in Bangladesh

One should gauge the conceptual perspective dbtaliffusion’ of the internet across
Bangladesh. Comprehending the scenario of ‘holldffusion’ of the internet can pave
the way for delving deeper into the dynamics of exgbime and e-commerce in
Bangladesh. It goes beyond saying that the e-comemeachnology that is used by
various firms in the country of Bangladesh is ch@dzed by quite weak defense
mechanism. It is the prerogative of the companiegaging in e-commerce to adopt
highest possible parameters of safety and seduarfiysiness.

The fundamental notion behind the concéphalow diffusion’ is quite simple. It
is understandable that many nations are adopticgnenerce in developing nations of
the world. Bangladesh is identified as a countrthwow average income. Under the
circumstance, the country has to make all effartsttength its economy. E-commerce is
seen as a viable means to supplement the coumitgisomy. However, the companies
that engage in e-commerce in such an environmentatrinclined toward spending on
human resources and technological advancementls.eSpenses can lead to lesser profit
margins for the companies. So, the fundamental ireaents for e-commerce are
generally satiated by the companies in such enwisis. Such companies also
undermine expenditure for various other basic idigmets that are required for long-term
success. In spite of engaging in e-commerce withost interest, such companies can be
comprehended to lack real depth of adopting trermet (Kshetri, 2010).

This lack of expertise or resource creaanajor impediment for growth of the
business as well as the consumers of the complnilotv diffusion’ might occur due to
lack of experience and skills. The companies thgage in e-commerce might feel it is
not necessary to hone to skills of the employeemrding the use of technological
platforms. Providing training for the existing emptes of a company might not be cost-
effective. In addition to this, employing new inidiMals to work on technological aspects
might also be avoided by such a company. In sudtemario, the company would
obviously remain less equipped in technologicaln@®ss while conducting e-commerce.
The company would only function with fundamentapests of e-commerce being
satiated. The safety and security of the platformalel remain at stake.

‘Hollow diffusion’ is also applicable in sa of consumers in Bangladesh. As
mentioned earlier, Bangladesh is on the path oieaitfy economic betterment using its
resources and human capital. However, a lot need® tdone to empower the entire
population. The literacy level of the country id b par with developed nations or other
developing nations of the region. Under the circamse, it is quite difficult for the
government or other bodies to catapult people’sremess about the best way to use e-
commerce platforms. So, the consumers or usersratsain less accustomed to the
encompassing threats. They are exposed to the enaicd manipulation of
cybercriminals who use this opportunity for theiwrobenefit.

So, one can understand that the issue aif td experience and skills of the
businesses and the consumers in the domain of eiecte has created a positive
scenario for fraudulent activities on the intern€ybercriminals who have ample
knowledge about the intricate aspects of e-comneandoypass the security measures of
companies and manipulate the consumers. ‘Hollofusldn’ is caused in the country of
Bangladesh owing to the sudden growth of techno@gievices and dissemination of
the internet. The holistic scenario of educatiod awareness are not favorable for skilled
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use of technology. People who have lesser expasutechnological knowledge and
education would only develop fundamental skilloperate e-commerce platforms. They
would be able to execute fundamental activitiesilaviemaining ignorant of security
issues on the internet.

Apart from this, ‘hollow diffusion’ can alshappen due to technological aspects. A
business or an individual might fail to use avd#alecurity products or practices
properly. In case of organizations, the scenarioget complicated when they integrate
internet technologies before taking into considerathe efforts and costs required for
maintaining the systems. If the company fails wkos the need of the costs and efforts,
it would obviously lead to substantially negativeegnality. In case of consumers in
Bangladesh, the access to internet is mostly vih gl®ones. Many people do not
understand the basic concepts of privacy and ggcwhile using the internet. Thus,
usage of the internet is often conducted withawwfalls or anti-virus / anti-malware /
anti-spyware software installed on the technoldgiesices. The scenario heightens the
vulnerability of the consumers. Cybercriminals takd#vantage of the situation and
engage in malicious activities using the models-obmmerce.

So, it is evident that ‘hollow diffusion’sione of the primary aspects that
problematize the domain of e-commerce in Bangladdste scenario of ‘hollow
diffusion’ goes on to impact Bangladesh and otlivailar socio-economic environments
across the world. Such a mode of diffusion of titernet and e-commerce can occur at a
rapid pace across a community or society. Howatés, difficult to educate the masses
about the encompassing threats and security isgiseech a pace. Hence, it is imperative
to take into reckoning the need to spread awarembssit the issues. Heightened
awareness about security issues is a necessaryeraguat for diffusion of the internet
and e-commerce in any socio-economic environmeht pace of diffusion of the
internet cannot be slowed down owing to variousdiac The rapid pace of diffusion is
necessary for fulfilling the aim of digitization. dvieover, rapid digitization and diffusion
of the internet can enable Bangladesh to come ratvith other neighboring nations of
the Indian sub-continent.

4.4. Trust in e-commerce sector

One cannot deny that the sector of e-commercedws Substantial growth over the last
few years. However, potential impediments thattbavart the development of this sector
should be recognized. Challenges like unavailghilfthigh-speed internet, net neutrality,
logistical issues, and quality assurance of pradluah pose hindrance to the growth of
this sector. The chances of foreign players donmgate domestic market also poses
risk to indigenous start-ups in Bangladesh. Thetsbmings in transportation system
also functions as an obstacle for e-commerce tsaglg@ansion across Bangladesh. There
are certain challenges in the sector of logist&csvall. Under the circumstance, a large
portion of e-commerce trade occurs within the edpéind a few other regions. The
infrastructural problems and inability of accessiamote locations impedes e-commerce.
One can imagine how the detrimental effect of cgbere can further complicate the
scenario. In spite of the previously mentioned atlss, the e-commerce companies are
endeavoring to expand their trade. But, cybercrittsitan simply break the relationship
of trust between the companies and their consurkeasidulent acts in the domain of e-
commerce can make people deter from online shoppitite times ahead. The advent of
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mobile payment gateways has eased the processywfepa during online shopping. A
large section of the consumers opt for online paymerior to the delivery of their
ordered products.

Lack of trust in the payment system woulde/ have a negative impact on the
growth of the e-commerce sector in Bangladesh. Mostomers would opt for cash-on-
delivery method of payment, if they become apprsivenabout their banking data being
stolen or goods not being delivered. The previatiens of the research study have
already shed light on the manner in which cybercréls can misuse the payment
gateway for stealing sensitive data of the consamiie previous discussions have also
highlighted the manner in which cybercriminals teetake e-commerce platforms for
executing fraud. In such fraudulent platforms, ¢ha@sumers pay for the chosen product
that they wish to obtain. But, the product neverxches the consumers. Thus, they lose
their money due to the online payment for the peeckdelivery of the chosen products.
The contextual scenario has the possibility ofalisaging the general public from opting
for online payment or using digital wallet while yiig things online. Owing to the
apprehension of being defrauded, many customersmiafor cash-on-delivery means of
payment for the products that they buy online frgarious e-commerce platforms.
However, while cash-on-delivery mode of payment ks to considerable safety and
security of the consumers, it has certain negadffects for the economy of Bangladesh.
COD paves the way for the chances of tax evasibn. Mode of payment also leads to
substantial lack of transparency in monetary tretisas (Saban et al., 2002).

So, it is significant to recognize theeffects of lack of trust in the domain of e-
commerce. The consumers would only be more inclioe@rd opting for COD means of
payment if they do not trust the platforms or tlegmpent systems. The findings of the
survey conducted during the course of this resestiatly shed light on the lack of trust
that characterizes consumer behavior. The absdrsedeoand reliable payment system in
case of e-commerce creates the contextual prolilm.banking system of Bangladesh
should take immediate cognizance of the matter. idexled changes and developments
should be made for facilitating safe and securamneay gateways. The focus should be
on winning back the trust of the general public.

The responsibility of winning back peoplaisst does not solely lie on the shoulders
of the government. The companies that engage wreverce should give the required
efforts to create an ambiance of utmost safety sexlrity for the consumers. The
previous section of the research study has disduasiseut the lack of resources on the
part of the businesses when it comes to the quesfidechnological advancements and
security. Such shortcomings should be addressed hdightened importance. The
companies should have up-to-date technologicaksystso that the back-end operation
of the e-commerce platforms has no flaw or scopseotirity breach. On the other hand,
the companies in context should also develop theinpower so that the employees have
ample technological knowledge to safeguard the aijwers from cyber threats. Human
capital has a substantial role to pay in mitigatimgthreat of cybercrime in e-commerce.
One should also reckon the fact that the numbededfit and credit card users in
Bangladesh is lower in comparison to other develpmr developed nations. Under the
circumstance, many customers are unable to engageline payments. The mentioned
aspect can further complicate the situation, if imandled properly. If the ambiance of
apprehension of cybercrime prevails, when new amess would obtain debit or credit
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cards, they might refrain from online transactiofsich a scenario would lead to

heightened tax evasions and lack of transparergyth® government should ensure that
the e-wallet system is developed properly. The Betvaystem can effectively undermine

the problem in context to certain extent. One dhaekckon that bKash has come to
partner with various e-commerce ventures in BargghdIf banks of the country engage
in such partnerships, it would be beneficial faraeamerce. Moreover, it can mitigate the

threat of online frauds to a substantial degree.

The e-commerce sector in Bangladesh ik istithe process of emergence. The
industry is on the path of gaining steady paceroith. The level of competitiveness in
this sector is also increasing with time. E-comraaran boost Bangladesh’s economy, if
the challenges to the sector are addressed effgctiBeing a developing nation,
Bangladesh should utilize the opportunity for ghowtith utmost impetus. There are
many local e-commerce businesses that are in tiena market from the start of the
industry. Such companies should be supported avehgbrotection. The government
should take the necessary steps so that such c@apzan thrive in the contemporary
scenario.

In addition to the local companies, foreigmestments should also be welcomed in
the e-commerce sector. Foreign investments woulccome to Bangladesh if security
threats and cybercrime continue to thwart the dgnowft e-commerce. The authorities
should ensure that the payment procedures of \amecommerce platforms are more
secure. Heightened security would win the trusthef general public. Also, the foreign
companies would be encouraged to enter the mafket.trust of people and foreign
investments can also be won by arranging for hjgged and low cost internet
connections in the extensive rural region of Badgsh.

The trust of the consumers can also be lofocusing on consumers’ rights. The
government should scrutinize the role of regulatmughority in the e-commerce sector.
Such a regulatory authority can play an active iolgrotecting the customers from
frauds by taking the required steps. Nurturing peepgrust in e-commerce can help in
realizing the true potential of the sector in Baadgish. Within the next decade, e-
commerce can emerge as the most powerful industoss the nation. E-commerce can
also contribute substantially to Bangladesh’s GBRhe times ahead. Recognizing the
real potential of e-commerce sector, the governmentls to come forward and support
the sector to corroborate its initiative of cregtibigital Bangladesh.

In the subsequent section, the closely cistsul relationship between an e-
commerce company's management and the elemenustf would be explored. The
actions of the management have key roles to plahaping the notion of the consumers
or potential consumers. So, the management shouisider actions that would catapult
the trust and nurture the relationship betweerctimepany and its consumers.

4.5. Strategies to be adopted by management as intentions

The companies engaging in e-commerce should usaershat the aspects of safety and
security in the domain of e-commerce are direalgted to the image and position of the
businesses. The management of every business aggage-commerce should play a

proactive role in mitigating the threats. The giowf a business is not just ascertained in
term of the company’s sales. The growth can alsasiertained in terms of the intricacy

of managing the business. In case of e-commerdedsss the management should have
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the mindset to reach a level where it can ascedadhset up specialized responsibilities
and functions.
Table 1: Steps to be taken by management

Measures Requirements
1. Marketing PPC or SE!
2. Technology Help of experts, Leveraging social me
proof, etc.

3. Positive Review | Urging customers for positive reviev
subsequent display of the same
4. Efficient Admin| Using helpful Ul, akinclusive admir

Panel panel
5. Checkout Proce | Enable ease of customers dur
checkout
6. Customer Suppc | Having human representatives, us
chat-bots

It is significant to note in the context thfis discussion the different legs that
characterize the foundation of any e-commerce lgsin Since the domain of e-
commerce in Bangladesh is characterized by utmmapetition, all legs of the business
need to be strong. Apart from ensuring proper pedo of goods, the management of
an e-commerce business should pay utmost importanoarketing. In a scenario where
cybercrime threatens the credibility and influemfee-commerce, marketing can be an
effective and necessary tool to mitigate the apgmstons among the potential consumers.
A business can adopt certain approaches for magkatiout itself. The management has
the scope of opting for PPC or pay-per-click acctsa form of marketing would require
focusing on PPC spends. The potential consumeriveoune to notice the details about
the e-commerce platforms as the surf the intetdigther visibility and consistency of
advertisement would portray the business as alidedne to the potential consumers.
Apart from PPC advertisements, a company’s manageoan focus on SEO or search
engine optimization for reaching out to the pot@nbuyers. The company can, thus,
focus on building links. SEO would pave the wayliggher visibility of the e-commerce
platform on the internet. Such a practice wouldaterea positive perception about the
company among the potential consumers.

It should be reckoned that the fraudulétgssor platforms would not engage in
extensive advertisement on the internet. Such siteradvertisement about a fraudulent
platform for e-commerce can gather significant rdatten from the law enforcers.
Subsequently, the individuals running such platfommght come under scrutiny of the
law enforcing agency. While cybercriminals can eggan some amount of online
canvassing for gaining the attention of potentiaydys, they would generally refrain
from consistent advertisements or marketing.

So, it is best for the management of ampm@merce company aiming to conduct
proper business to engage in consistent marketoityitees. Such consistency in
marketing would also build the image of the compampong the consumers. Building
the image of the e-commerce company would makeledmglieve in the propriety of the
services or products provided by the business. \itlie, the image of the company
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would attract more customers to buy products ok smvices from the e-commerce
platform.

Apart from this, technology is one of thanpipal aspects of any e-commerce
business. So, the management of any e-commercaelsssishould ensure that the
company remains on top of technology under anynistance. The management should
take the help of experts while making the decisimimsut domain name, hosting, and the
software of shopping cart. Moreover, utmost impaeea should be given to the
implementation of security measures. The managestentld understand that there is no
scope of any breach of data. Any sort of breagbriehcy would lead to a crisis situation
for the company. A situation of crisis would hatme bverall image of the business. In an
ambiance where substantial apprehension alreadwifg@bout the propriety of services
provided by e-commerce platforms, such a situatan be harmful for the future
prospects of such a business. The company's mamaeshould constantly evaluate
various new technologies which get introduced. Afgauging the usage and
effectiveness of new technologies, the managememtld optimize the e-commerce
platform with latest updates and security measures.

The management of the e-commerce compahimsld engage in leveraging social
proof. It should be reckoned that display of reWeffom other customers who are
satisfied with the service can substantially imghetvisitors of the e-commerce platform.
The visitors would trust the e-commerce platfornthvéase on reading positive reviews
from past customers. Such reviews can talk abauintipressive experience of customer
service or product quality. The consumers can edstew about the timely arrival of
their ordered products or any other positive exgrere of shopping from the e-commerce
platform. These reviews effectively serve as pafdhe credibility and worthiness of the
e-commerce business. Such reviews can be desathagproval from individuals who
have interacted with the company. The social ptelt$ other potential customers about
the quality and reliability of the products / sees offered by the e-commerce business.
So, the management should aim to encourage iterogss to provide positive reviews
about the company’s products or services. Thesews\should be properly displayed on
the site or other platform that is visited by sheqsp

It is imperative for the management to haveell-organized and intuitive admin
panel for running a successful e-commerce businegmes beyond saying that an e-
commerce business would have a lot of tasks thahatabe completed without the
effectiveness of the admin panel. An effective adpanel would allow the manager of
the store of company to access all details and geaaththe orders. Moreover, the admin
panel would also enable the control over detailpayments, shipping, and inventory.
Having all the required data in a singular dashib@an help the management focus on
the intricacies of the business with considerabkeeAlso, such a situation would enable
the management to focus on issues of security afetysas other tasks would be
executed in an organized manner.

One should reckon that managers of onlinees spend a lot of time on various
mundane tasks. They have to spend time in evémgfilut various sorts of forms. Such
workload can be substantially lessened by havipgogerly connected backend for the
business. The management can opt to have an effextimin panel by using a helpful Ul
admin panel. Such an admin panel should be ableatmlle and manage the modus
operandi of the business. The management can satibfifareduce the handling time of
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orders in this manner. Moreover, it would also emesthe timeliness of deliveries. If the
overall operations of the e-commerce business arducted smoothly, the management
would get the scope of scrutinizing further scopeevelopment or advancement. If the
other operations of the business are perfect, theagement would obviously want to
heighten the image of the company. Under suchcaistance, the focus would shift to
enhancing the safety and security of the technoddgispects.

The management of any e-commerce platfonmuld comprehend the utmost
significance of the checkout process for the corsaniThe checkout process should be
characterized by ease of use and credible indigatdre management should take all the
required measures to streamline the e-commercdomptas checkout process. The
platform should ideally refrain from asking for amynd of extra or unnecessary
information. Such a process would heighten thet taisl appeal of the e-commerce
platform. In addition to this, the management stiquian to add a progress bar during the
checkout process that can help the customers.

Also, various payment options can be offelsy the company. A number of
payment options would allow the customers to payttie chosen products as per their
convenience. Moreover, various kinds of payment hods would enhance the
trustworthiness of the company. The managemenhefetcommerce platforms should
endeavor to accommodate as many payment optigmssagble. It should be noted in this
context that fraudulent portals or sites would wembbtain money from the potential
consumers at the time of checkout. They might HotvaCOD on the platform. However,
a credible platform can have both the prepaid awst-gelivery payment options. The
options can make the consumers have more trust.cdhsumers can opt for prepaid
orders under such a circumstance, feeling confideatit the transaction and platform.

All through the process of checkout, theoeamerce platform should display ample
trust signals to the consumers. The managemenhyfeacommerce platform should
always remember that the consumers are suppose@ragde certain sensitive
information to the e-commerce company for shoppidgnce, such consumers would
require the utmost assurance from the company dagathe safety and security of the
sensitive data that is shared. The managementeazdedto display trust badges during
the checkout process. In this manner, the e-conemetatform can encourage the
customers to provide their debit or credit cardaitetand purchase the chosen items
(Khurana, 2019).

The management of any company should cendite scope of provide proper
customer support on the e-commerce platform. Custosupport can prove to be a
principal brand differentiator. In an ambiance véhercommerce is being threatened by
cybercrime, providing proper customer support cavehmany benefits for the e-
commerce companies. In case of e-commerce platfahmsonsumers have the scope of
making a purchase beyond the regular business .hdunsumer can even buy a
product during holidays. So, it is best for any pamy to have 24/7 customer support.
Having a 24/7 customer support would also enhaheectedibility of an e-commerce
platform. Such a feature would place it on a défarplatform from fraudulent sites that
are functional in the same business environment.

Now, one might be apprehensive about tret-effectiveness of the measure as a
company would need to hire additional represergatior the purpose who would work
in different shifts. However, the management obmpany can opt for the cost-effective
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technological alternative of having a conversatiahat-bot that can satiate the needs of
the customers during non-conventional hours of dag or during holidays. The
algorithms of such a chat-bot can streamline theis@®-making procedure of the
consumers when they are engaged in shopping or-tteenmerce platform (Khurana,
2019).

Nonetheless, the management should unddr¢hat the mentioned strategy would
only work if the company uses it correctly. In spif the fact that chat-bots have become
very popular in the contemporary times, the compstmguld not solely depend on it for
customer support on the e-commerce platform. The-lobt should be implemented
carefully. Also, the management should keenly noorite feedback of the audience or
consumers. The management should comprehend th&baots are not sophisticated
enough to address complicated queries. Such chstehanot engage in critical thinking
in any way. So, it is imperative to have customgapert representatives who can address
critical aspects of customer service on the e-coroenplatform. These chat-bots can be
used for improving customer service of an e-commeéigsiness and boost the credibility
of the platform. Thus, the negative perception loé tpotential consumers can be
substantially neutralized using this mechanism.

The principal roles that such chat-bots qday should be reckoned by the
company’s management. Such chat-bots can helplétfnm’s visitors in finding the
right products. As such, the bots can save the tifr&éhoppers as they surf through the
website or platform. Moreover, such bots can ideikie interests and preferences of the
visitors. They can make recommendations about ptsdor services. One of the most
effective uses of chat-bots is the handling ofgeations on the e-commerce platform. It
is already conspicuous that the customers can batinely impacted if the checkout
process is complicated. The potential consumersabandon the shopping cart if the find
the process of checkout complicated or untrustwairitany way. The management of a
company should consider the fact that transactiohat-bots have the capacity to speed
up the process. Such chat-bots can accept paymaedtallow the consumers to execute
transactions without getting them redirected toioter pages. While such a modus
operandi would minimize the complications of paymeh would also enhance the
credibility and trustworthiness of an e-commercafpkm.

So, a chat-bot can surely be a helpfultamdto a company’s strategy of customer
support. It can work in unison with human repreatves to catapult the trustworthiness
of the company. It can be a positive addition tdrapressive e-commerce management
plan. The online store can run without much hagslieg to such a strategy.

4.6. Required security measures

In addition to the mentioned managerial aspectdaicesecurity measures should be
adopted by all e-commerce companies for minimizingeradicating the possibility of
cybercrime. The specific requirements that shoelddtiated are represented in the table.
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Table 2: Steps to be taken for Security of E-commerce qiaté

Steps Comments
Promoting srong password usa Urgent, does not require extra expe
Using HTTP! Very urgent, requires expel

Choosing a secure platform for - | Very urgent, requires expel
commerce

Refraining from storing sensitive user ¢ | Urgent, does not require extra exse

Employing personal website moni Urgent, requires exper
Maintenance of a secur-focusec| Urgen
perspective

It should be reckoned that passwords acandacompetition from contemporary
technologies like MFA (multifactor authenticatioa)d facial recognition. Nonetheless,
passwords remain the standard access key for @ tangber of software. One needs to
use passwords for all the services or websites #mat logged onto. Under the
circumstance, using one password for accessing thareone service might seem to be
quite convenient. However, this approach is proalirand unsafe. If hackers are able
to access reused passwords or usernames, thegedneudata for other services. Such a
scenario can lead to widespread fraudulent acts.

One needs to note that even if the e-comenplatform or site has strong security,
the customers can prove to the weakest link. Hunzaasoften found to have weak
credential hygiene. As such, there remains a higsipility that the same credentials
would get used at a number of sites. Also, themaimes a high possibility of one of
security of one of those sites being breached. [Pecgn use a number of password
managers that allow them not to remember a numbpasswords for various services
and websites. However, when it comes to the questionanaging e-commerce websites,
the managers should use complex passwords and tFAfgctor authentication) from
customers and users. The contextual practice camrenhat customers / users do not
rehash certain potentially compromised login créidés Moreover, the practice makes
sure that the real users are requesting to ackesdatform. If the management of an e-
commerce company is truly inclined toward managdhng authentication technology of
the organization in a holistic manner, then it dtoutilize the efficacy of identity
management systems. Such an identity managemetgnsysmn properly manage the
contextual function across several software andces.

If an e-commerce company wants to use paslsythe company should use the
format of the password having a certain minimum benof characters. The password
should also use symbols and numbers mandatoriky.ménagement should also ponder
about forcing the consumers to change the passvards regular basis. Thus, having
stronger passwords on the e-commerce website ceamtigdly thwart cybercriminals
from breaching the privacy and security of thefplah using their technological skills.

Usage of HTTPS is of the most significaspects of enhancing security of an e-
commerce website. Hypertext Transfer Protocol Secan be described as the protocol
for securing communications that are executed ¢wervirtual world of the internet.
Using HTTPS is surely one of the best ways in wiiidh management can secure the e-
commerce website from any fraudulent activity. Tise of HTTPS is designated by the
icon of closed green lock on the address bar obtheiser. Such a website is deemed to
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be authentic and safe owing to the certificatione Tertification makes it clear that the
contextual website truly is what it claims to beisl not any counterfeit website that is
placed on the virtual world for defrauding consusnéithough such counterfeit websites
can engage in accessing sensitive data of the wmrsuin fraudulent manner, certified
sites are totally safe.

For the purpose of enabling HTTPS, busiees®ed to have SSL (Secure Socket
Layer) certificate from the competent authority eTleceipt of this mentioned certificate
is just the first step. After this, the layer shibdde implemented properly in the e-
commerce solution. One should take into reckonimg fact that using HTTPS has
various advantages apart from the enhancementusfwiorthiness and security. The
management of e-commerce companies should commtette search engines like
Google provide better search ranking to HTTPS sitessuch, these sites have higher
number of visitors. On the other hand, the congxgearch engine goes on to label
unencrypted sites as “not secure.” Such sites @mress to be unsafe to the visitors. So,
it is not hard to comprehend that using HTTPS catergially aid the entire business of
an e-commerce company by ensuring security andcttig more customers on the
portal. It goes beyond saying that a number ofnenkhoppers can avoid using an e-
commerce website that might be insecure or lack$ RE designation (Enigbokan, &
Ajayi, 2017).

Nonetheless, the management of e-commegganies should reckon that it is
quite challenging for existing sites without sudéhrtification to add the contextual feature.
Such a situation might arise if the feature was matt in during the creation of the
platform. The businesses that are in the procegdaniing their online shopping sites
from scratch can plan to design the platform witiTIRS designation. Existing e-
commerce businesses in Bangladesh should underttanid is best for them to initiate
migration to HTTPS certified platforms for salesia®rvices (Sevilla, 2019).

It is imperative for the management of asommerce company to opt for a secure
platform for e-commerce. It should be noted thabeymerce platforms get picked by the
consumers for their convenience, products, andtifumaity. However, security features
should be attributed utmost importance for develepmof such platforms. The
management of an e-commerce company should searctvell-known e-commerce
solutions. Such e-commerce solutions should be #blgrovide SSL certificates,
payment gateways with encryption, and substantiddemtication protocols.

The e-commerce companies in Bangladeshidlemgage in exploring the utility of
cloud-based security platforms. Such security piat6 have made security easily
accessible to smaller companies. These tools aarnder benefits of stronger automaton
to an e-commerce company. A company can be hetpebpositives of machine learning
via such platforms. So, a company can explore &ndebased security platform with in-
built intelligence. The management of an e-commeamampany should focus on the
aspect of long-term viability. Moreover, the managat should consider that security
patches and updates are added by such securityrplatfor ensuring long-term security
to any company. Under such a circumstance, therermrce company can expect to
remain entirely safe from hackers or fraudstersngvio the heightened security provided
by the security platform. The management shouldsaiye the future requirements of the
company and take such constructive steps for sarstenand expansion of the company
(Sevilla, 2019).
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No e-commerce company should engage inngtdhe users’ sensitive data. Not
storing sensitive user data can substantially erthahe safety of the platform. The
privacy and personal data of the company’s custerhave omnipotent significant. A
consumer would only wish to engage in transactidh an e-commerce company if one
feels that such sensitive data is entirely safecdse of the domain of e-commerce in
Bangladesh, a consumer would obviously be mor&akiin approach regarding such an
issue. The status quo of cybercrime in the congxtiomain comprehensibly makes
people apprehensive while using e-commerce platform

However, such companies require the datahefcustomers for improving the
product offerings and communications. Such data hédps the companies in ensuring
return purchases. The management should reckonytbat-attacks, hacking, or phishing
target the contextual user data that might be shyeal company. So, it is essential for
the company to collect only that information thahde useful for fulfilling the process
of transaction between the company and the consuksesuch, e-commerce businesses
need to avoid the inclination toward collecting matata about its customers than the
minimum necessary details. Such a practice wousdirenthat sensitive data is not left
vulnerable in any way. Hackers or other cybercratirwould not be able to misuse any
data under such a circumstance.

So, personal and financial information lné tonsumers should be safeguarded to
curb cybercrimes in e-commerce. The contextualshtauld apply in cases of credit card
information of the consumers. The e-commerce compiaes not require storing credit
card details on its online server. If no sensitidsa is saved on the server of an e-
commerce company, hackers and cybercriminals casteal any sensitive detail. The
management of the company should ensure that assafege repository is used for
storing any data online. Such a repository shodlteee to the best practices of safety
and security. The repository should have regulaitaustrong access controls, and
encryption of data (Rahman, 2017).

Apart from this, the management of an e+soemte company should engage in
employing its personal website monitor. Most of thesting services of e-commerce
websites have a sort of monitoring tool that isphélfor the customers. However, the
management of such a company should explore theesobusing monitoring tools of
third-party website. The management should expboieh options as they can provide
better management features. Such features can theke-commerce website more
reliable and secure for everyone.

The e-commerce website can run with heiggdesmoothness as the management
can use its dashboard and engage in health monwjtaf application. Moreover, the
management can also use the feature of performageehmarking. The management
can effectively monitor the features from any platiézing the option of mobile clients
provided by such tools. So, the company should yvexplore the possibility of using
advanced features. Code-level analysis of rootecansl audit trial for modifications of
features are actions that the management can exXjglozeroing in on security issues in a
timely manner. Such practices can keep the platfofrhusiness and data much more
secure (Dod, n.d.).

Lastly, the management of any e-commeratdfgrim should be driven by a security-
focused perspective. One should understand thaimererce security cannot be
maintained by a one-time investment in any way. Kiez methodologies and threats to
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security have the capacity to evolve at a fast p&ce the management should have
proper awareness about cyber security and develdsne nature of cybercrimes. The
company should be driven by a focused mindsetaitms to ensure holistic security of
data without any lapses. Ensuring prevention ishkbst possible way ahead for any
company when it comes to cyber security. If theusgcof any e-commerce company is
compromised, it can be quite late for controllifge tdamage. The damage control
measures are often unsuccessful in addressingitie situation effectively (Dod, n.d.).

The management should reckon the negatfeeten customer experience in case
of any security breach. The scenario might leadidae in the company’s business and
credibility. In case of Bangladesh, the domain a@foemmerce is already under ample
threat from cybercriminals. Any instance of segubiteach can largely damage an e-
commerce company’s image and reputation acrossritiee country. Such a company
might fail to regain its position in Bangladesh. fdover, the actions required to rectify
things after any security breach would incur heensts for the e-commerce company (7
important ecommerce website security measurestyould have in place, n.d.).

So, it is comprehensible that all e-comradrasinesses in Bangladesh should focus
on security measures and authentication with maxiratfort. The management of the e-
commerce companies should endeavor the best to giwamount importance to
customer experience. The companies should takihelhecessary steps to mitigate the
encompassing threats of cybercrime in Bangladdsé.ifanagements of the e-commerce
companies have the key to the ultimate successidf gentures. The people involved
with the management should understand the latsnessand dynamics of e-commerce
and cybercrime in Bangladesh. Thus, they can impiarthe best measures through new
additions to the modus operandi of their comparBesigetary considerations should be
made by the managements of e-commerce companiesxémuting the steps. The
discussed steps would enable the companies togetimsir expenses within a short span
of time. The loyalty of customers for such compani®uld lead to a long-term benefit.

4.7. Formation of a model

The findings of the research study have led to farenation of a model which can
simplistically explain the ongoing dynamics in Bedgsh’s e-commerce business in the
midst of the looming threat of cybercrime. The pijiral elements of the proposed model
can be identified including elements of positivetabgsts, environment, act(s), and
negative catalysts.

Positive catalysts can be described asliéterminants of cybercrime in context of
Bangladesh. In a developing nation like Bangladésih,determinants that are identified
in the previous sections of the study play a mage in channelizing an individual
toward illegality. The encompassing socio-econoraitd cultural aspects that are
identified as determinants of cybercrime encouraggerson to resort to the path of
wrongful acts. Being influenced by one or many e tleterminants, a person who has
ample knowledge about technology engages in suithinad activities. Cybercrime
requires special skills on the part of the offesdétowever, the psyche and perspective
of such offenders can be identified to be akinh® énes who engage in other sorts of
criminal activities. Thus, such people who engageybercrime are in search of the most
beneficial environment for executing their fraudtlactivities. In context of this study,
the domain of e-commerce in Bangladesh providesafe €nvironment for the
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cybercriminals. The domain of e-commerce in thetedmal country is still in the
process of growth. The growth rate of e-commerakthr associated aspects are not at
par with the scenario in developed economies ofwbedd. The ongoing process of
development provides the cybercriminals with bestps of exploring avenues for
executing frauds.
4.8. The balance of the model's elements and effert representing the
interconnection among elements
The environment in the contextual model can benéefias the domain of e-commerce
business that is created by all the types of tictitges between two parties. The various
modes of transactions and business between theadvties are discussed in detail in the
previous sections of the study. Depending on theadycs, any person engaging in
cybercrime in e-commerce identifies the best zdn® environment where fraudulent
activities can be conducted without much hasslkéskr The criminals are often driven by
the scope of success in the environment. They explee loopholes of the environment
that can actively facilitate their criminal acts.

The acts by such cybercriminals constitute of the major elements of the model.
The acts can potentially harm the financial seguit civilians who use e-commerce
websites or platforms for shopping. Moreover, conipa can also be defrauded by
certain cybercriminals. The acts can take a numidfeforms as per the plan and
convenience of the criminals. It is imperative fbe victims to identify the acts. The
patterns used by the criminals in context shoul@ibatified by the law enforcers as well.
The acts have the scope of defrauding many victiins time. As such, acts of
cybercrime in the domain of e-commerce can grovaraexponential rate. The act of
crime might not be identified immediately. If thdentification process takes substantial
time, it would obviously become more challengingcétch the criminals. The offenders
are highly trained in technological work. They gmeperly equipped to remove any
electronic evidence of their criminal acts.

4.9. Model representing the impact of catalysts oe-commerce in Bangladesh
Hence, it is important to understand the potermifategative catalysts in the context of
such cybercriminal acts in e-commerce businessglBdash’s e-commerce companies
and government should take immediate cognizancethef possible deterrents to
cybercrime in the domain of e-commerce. The previsections of the research study
have discussed in detail the aspects that shoulatiobuted utmost importance in
combatting against cybercrimes in e-commerce. Thesefour principal deterrents that
constitute the element of negative catalyst indbetextual model. These elements are
awareness, trust, technology, and management. Tdsgsects are most important in
creating an ambiance where execution of cybercwmad become difficult.

So, it is imperative to enhance the infieonf the negative catalysts in the domain.
The enhancement of the negative catalysts is tirpaiportional to the fall in number of
cases of cybercrimes in the domain of e-commerbe. dim of the government and e-
commerce companies should be to strengthen theionedtfactors in the near future.
The deterrents in context closely involve the comsts in Bangladesh. The consumers
would be left vulnerable in case of less impaategative catalysts in the domain. On the
other hand, the enhancement of positive catalgstytiercrime can lead to enhancement
in such acts of criminality. So, the best poss@denario is to neutralize all the positive
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catalysts to cybercrime in Bangladesh. If a systenagproach can eradicate the positive
catalysts in the times ahead, it would be conshidgreasier to control cybercrime. Here,
it is significant to note the intertwined relatitifs that exists within the contextual

elements of the model. The simplistic representatia the model portrays the elements
and their relationship with clarity. The directiof influence exerted by the represented
elements on another element of the model also bes@onspicuous by referring to the
relationships or causality.

5. Recommendations and conclusion

5.1. Conclusion

The research study has delved into the factorsdbtrmine acts of cybercrime. The
focus of this research study is on Bangladesh.determinants of cybercrime in context
of the country are explored in detail. The reseattlly has identified the psyche and
perspective of cybercriminals using the theoretipatspective of fraud triangle. The
existence and development of cybercrime in devefppiations is explored to zero in on
the specific determinants associated with Banglddesybercrime. The actions and
motivations of organized criminal groups are exkd for developing a clear
perspective about the modus operandi adopted bgreininals across Bangladesh.
What complicates the scenario of cybercrime in Baaesh is the lack of stringent
legislations that can deal with the issue of cyliere. Cybercrime can evolve at a fast
pace, and the country’s legislations should haweost efficacy in identifying and
dealing with criminal activities on the internetargjladesh’s need of coming up with
stringent regulations should be recognized. Thé laf legal provisions to punish
cybercrime further functions as a major determirdrstuch activities.

Moreover, Bangladesh’s population is natpgrly knowledgeable in the domain of
cyber security and cybercrime. The country lagsrsein general awareness about ways
to mitigate such security threats. The lack of @mass among civilians encourages
cybercriminals to engage in fraudulent acts asvitiims do not have proper idea about
identifying and avoiding such acts. In additionthds, the thousands of youth who are
properly educated in technology are unable to fipdealing employment opportunities
after finishing their academic programs. The ecdooweakness of the nation pushes
such youth to engage in illegal activities usingithiechnological prowess. The youth in
context are influenced by the scope of earning easyey by defrauding others on the
internet. The mentioned factors function as theqjpial determinants of cybercrime in
Bangladesh.

The research study has further explorediyimamics of the e-commerce sector. The
specific issues related to e-commerce in Bangladeske also discussed in detail. The
challenges and opportunities that characterizedtineain of e-commerce in Bangladesh
were discussed. The discussion has engaged imdealeiep into the manner in which e-
commerce sector is affected by the encompassieattiof cybercrime. The incidents of
cybercrime and the apprehension of being victimizsd such criminal acts have
significantly occluded the growth and developmedrg-commerce sector in the country.
The subsequent development of a model simplisficapibrirays the intertwined
relationships among various key factors associaitiu cybercrimes in Bangladesh and
the domain of e-commerce. The model is developedhf® purpose of representing the
intricate findings of the research study in a fundatal form. The fundamental
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representation indicates the manner in which cybees can be controlled in
Bangladesh. Moreover, the counteractive measures ufaermining the risk of
cybercrimes in the domain of e-commerce are reptede Treading on the path of
executing the counteractive strategy would bringpsitive development in the domain.
The e-commerce businesses in Bangladesh would leet@alflourish, in spite of the
encompassing challenges. The customers would alsafeguarded effectively owing to
the mentioned practices.

5.2. Recommendations into policy suggestions

In view of the findings and analysis of the intteaspects associated with cybercrime
and e-commerce in Bangladesh, certain steps aesseny to mitigate the problems. It
goes beyond saying that having legislation for Qarer Protection is one of the most
important aspects that should be addressed inuthieef In context of Bangladesh'’s e-
commerce business, building the trust of consurnsetrsily important. The status quo of
cybercrime in the domain of e-commerce has creapgrehensions among the potential
consumers. If such apprehensions continue to devélothe minds of potential
consumers across Bangladesh, the entire domaircafenerce might get detrimentally
impacted over the course of time.

The authorities should think about explgrithe possibility of developing a
mechanism of holding fund in the ‘E-Payment’ sattiof the bank account of the
merchant. This development can bring heightenedlsprarency or clarity in financial
transactions that occur online. Apart from this,nsumers should use their true
identification so that they can complete the tratiea online. The steps should be
implemented by regulations ascertained by the gworent. It is the responsibility of the
government of Bangladesh to search for ways in hifiauds in e-commerce can be
neutralized.

It is significant to ensure the privacy thfe communication by the consumer.
Moreover, the visit information and preferencestted consumers should also be kept
safe. The financial and personal data of the coessirshould be maintained by the
merchant with utmost effectiveness. A conspicuafmiion should be developed about
the form of intention / promise and communicatiogti®een the consumer and the
merchant that would be seen as a valid serviceeaggat. The government should shed
light on the contextual aspect. The existing lacsimauld be neutralized with immediacy.
The government and other authorities should enthat the violation of the service
agreement can lead to substantial legal consegsiémtiee nation’s justice system.

Having strong legislations can work as detgs to cybercrime in the domain of e-
commerce. In addition to having strong legislatjohss significant to have effective
regulatory authorities and law enforcing agenciesoss the entire nation. After
establishing stronger legislations, the executivdids of Bangladesh should be properly
trained and encouraged to cognize the incidentfanfd or other cybercrimes on the
internet. The cognizance and subsequent actidmedaiv enforcers should be at par with
their activeness in other cases of illegality. Hmdorcers of law should understand the
primary importance to taking immediate steps adgaarsy incident of cybercrime.
Cybercrime has the scope of monumental enhanceausrds the entire nation, if the law
enforcers show any kind of shortcoming in dealirihsthe scenario.
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Bangladesh should understand the need tablesh policy that propagates
community consciousness with utmost speed andaefficThe consciousness of the
community can bring a sea of change in the doméia-commerce and the looming
threat of cybercrime. It is comprehensible thatgheio-economic dynamics differ from
one nation to another. As such, various expectatifsom the consumers and the
businesses should be in congruity to the existirmpdards. The research study has
already shed light on the lack of awareness amengrgl consumers about the threats of
cybercrime while engaging in e-commerce transastarbuying.

Effective awareness campaigns can be umdertby the government of Bangladesh
through dissemination of public service announcdmebhe various mediums of mass
communication can be used for spreading awarefe$svision, radio, newspapers, and
billboards are examples of popular traditional mew of mass communication. The
mentioned mediums can be used by the governmemsptead the messages about
consumer protection and safety issues during e-@ncerdealings. People would surely
come across such messages if they are dissemipabgerly in the said platforms.
Subsequently, they would become more aware andnieftd about the intricacies
associated with e-commerce. Their heightened awaseand knowledge would help to
curb cybercrime in e-commerce dealings.

Apart from this, the government and othegulatory bodies need to ascertain the
code of conduct for the companies engaging in erceroe and the consumers. No form
of communication conducted via the digital platfershould violate traditional business
and social etiquette in the domain of e-commerceness across Bangladesh. The two
parties in the deal should always aim to upholdpttupriety of practice. For heightening
the trust of the general public, the mechanism @pute resolution should be
conspicuous to all the stakeholders.

The government of Bangladesh should condlde scope of establishing cyber
police stations in the districts of the nation. Eaver, the personnel who would work in
those police stations should know how to handlecdses of cybercrime with utmost
effectiveness. The mechanism of reporting incidehts/bercrime should be made easier.
If the process of reporting crimes is made easiere people who are defrauded by
cybercriminals would be able to come forward anghore their problems. The
government should ponder about the scope of algpwivilians to report such crimes on
an official application or website that is reguthtey the law enforcing agency in context.
Also, it is necessary to empower the judiciary ¢éaldvith such cases of cybercrime in a
timely manner. Considering the number of pendingesain the judicial system of
Bangladesh, the government should think aboutnggetp cyber courts across the country.
Such cyber courts should deal exclusively with sgakes of cybercrime. In such a
scenario, the criminals who engage in offensesa@lto e-commerce can be brought to
justice after due investigation by the law enfoscérhe trail would be conducted in a
speedy manner in such courts. The consumers amsiatf such cybercrime would also
become more inclined toward reporting further iecits if they witness the heightened
effectiveness of the country’s judiciary in the tdual matter. The punishments for
cybercrime should be sufficiently harsh. Harsh panients can surely work as deterrents
of crime. If the legislations make way for stringj@ctions on the offenders, many such
criminals might opt to refrain from such acts. Theguld apprehend strict actions by the
law enforcing authorities against them.
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The public service announcements should arn about the stringent rules and
regulations related to propriety of action on tremdin of e-commerce. The public
messages would heighten the apprehension of theraytminals about the risks of
committing such criminal acts. Their awareness abmstrict procedure of law and the
subsequent punishment for their crimes can maken talstain from such acts in the
future. In such a scenario, the problem would giigated to a certain degree across
Bangladesh.

So, it is comprehensible that unison ofidiegion, regulations, law enforcement,
judicial trial, and awareness can pave the wayfbetter environment for the businesses
and the general public engaging in e-commerce. Jwernment and other agencies
should reckon the fact that the cyber world is ewg at a rapid pace. Hence, it is
imperative to revise the legislations on a peridaiisis taking into context the changes in
the cybercrime and modus operandi of cybercrimee gbvernment should set up an
expert committee that would review the existingdawhe committee should engage in
ascertaining the required changes in the law a@ftemterval of every six months or a
year.

It is already clear that most operationstiea domain of e-commerce involve a
number of digital activities. In addition to thegial activities, certain conventional
processes of business are also followed in sucls deathe internet. The legislations
should ensure that the parties to the deal or dddims are in compliance with the e-
commerce regulations. It is understandable thabnerterce paves the way for easy
access to the market or the consumers. Howevdsirteegulations should be imposed
eventually for all the new entrants into the domafne-commerce. Such regulations
should be meant to authenticate and identify thdidso Moreover, such regulations
should also make the process of monitoring andtitax&@asier than before. It should be
primary aim of the government and law enforcingraiges to bring every action by a
business or a consumer within the boundaries alfitggand accountability.

The government should also consider thepesad introducing insurance policies.
The formulation of such insurance policies wouldaied at protecting the consumers
and the businesses from fraudulent incidents amgeldaaccidents. If such insurance
policies are introduced, both the consumers andtisnesses would gain substantial
confidence. Such a scenario would work as a pesitatalyst to the development of e-
commerce across Bangladesh. Rapid developmentoifeaerce would have a positive
effect on the overall economy of the nation.

5.3. Limitation

It is significant to comprehend the limitation &iig research study so that the research
findings can be placed in context. Understandirg Ithmitations is also important to
interpret the validity of this research work. It wld also help in ascertaining the level of
credibility of the research work’s conclusions. dontext of this research work on
determinants of cybercrime and its impact on e-cense development in Bangladesh,
the research design has used systematic reviewelisasvsurvey method to find and
interpret data. One can opine that the samplecsiaeen for the research work functions
as a limitation of the study. There is always scabeheightening the number of
respondents for further delving into the psyche p&idpective of people. However, time
constraints or other barriers generally impedepitoeess of involving more respondents
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in the sample of a research work. In addition tongample size chosen for this study, one
can also identify the lack of previous researcldisti on the contextual topic to be a
limitation. While ample work is there to determitite determinants of cybercrime in
general, the context of Bangladesh has not facedhnekploration in the past.
Nonetheless, the research work has proceeded tmitbsti commitment and accuracy, in
spite of the encompassing challenges that areifidehas the study’s limitations.
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