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Abstract. This study explores the influence of cybersecurity preventive controls on the 

effectiveness of data protection in commercial banks, using NMB Bank PLC as a case 

study. The study is grounded in Protection Motivation Theory (PMT). A descriptive 

research design was employed and adopted a quantitative approach, allowing for objective 

measurement and statistical analysis of data collected. The targeted population consisted 

of 183 employees from five key departments across NMB Bank’s Dar es Salaam branches. 

Using Yamane’s formula, a sample size of 126 respondents was determined, and 

participants were selected through simple random sampling to ensure fairness and reduce 

selection bias. Data collection was conducted through structured questionnaires utilizing a 

five-point Likert scale. The survey method enabled efficient and consistent data collection 

from a broad sample. Data were analyzed using both descriptive and inferential statistics 

through SPSS Version 26. Descriptive statistics summarized demographic characteristics 

and response patterns, while multiple linear regression was applied to examine the 

relationships between independent variables (cybersecurity controls) and the dependent 

variable (data protection). The findings revealed that access control and network security 

had strong, statistically significant positive effects on data protection effectiveness, while 

staff training did not show a significant direct impact. The study concludes that while NMB 

Bank has made considerable efforts in cybersecurity, ongoing improvements in technology, 

enforcement, and management support are essential. The study contributes practical 

insights for banking institutions and policymakers aiming to enhance cybersecurity 

resilience in the face of evolving digital threats. 

Keywords: Cybersecurity Controls; Data Protection; Protection Motivation Theory (PMT); 

Commercial Banks; NMB Bank PLC 

AMS Mathematics Subject Classification (2010): 62J05, 68M25, 91B30 

1. Introduction 

Cybersecurity preventive controls are proactive measures and technologies implemented 

by organizations to protect their information systems and data from unauthorized access, 
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cyberattacks, and other security threats [5]. These controls include a variety of tools and 

practices such as firewalls, encryption, multi-factor authentication, antivirus software, 

intrusion detection systems, and regular security training for employees. Their primary goal 

is to prevent security breaches by identifying and blocking potential vulnerabilities before 

they can be exploited, thereby safeguarding the confidentiality, integrity, and availability 

of critical data and systems [26]. 

Globally, commercial banks face increasing vulnerability to cyber threats that 

jeopardize the confidentiality, integrity, and availability of sensitive customer and 

operational data. The 2023 IBM Cost of a Data Breach Report reveals that the global 

average cost of a data breach in the financial services sector reached $5.97 million, the 

highest among all industries. This highlights the critical importance of robust cybersecurity 

measures within banking institutions [13] (IBM, 2023). To counter these risks, banks 

globally have adopted a range of cybersecurity preventive controls such as multi-factor 

authentication, encryption, intrusion detection systems (IDS), and security information and 

event management (SIEM) tools [15]. For example, the European Union’s General Data 

Protection Regulation (GDPR) has compelled banks across Europe to implement stringent 

cybersecurity protocols to protect data privacy and security (European Commission, 2018).  

In Africa, the rapid adoption of digital banking services has outpaced the development of 

adequate cybersecurity frameworks, leading to increased vulnerability to cyber threats. The 

African Union’s Digital Transformation Strategy for Africa 2020-2030 recognizes 

cybersecurity as a foundational pillar for digital financial inclusion but also highlights 

significant gaps in policy implementation across the continent [2]. African Cybersecurity 

Report (ACR) documented a staggering 45% increase in cyberattack incidents targeting 

African banks between 2019 and 2021. The most common threats included phishing, 

malware infections, and data breaches [29]. Countries such as South Africa, Nigeria, and 

Kenya have made notable strides in developing cybersecurity policies tailored to the 

financial sector. South Africa’s Cybersecurity Hub and Kenya’s National Kenya Computer 

Incident Response Team Coordination Centre (KE-CIRT/CC) [17] have been instrumental 

in enhancing the cyber resilience of banks within their jurisdictions [10]. 

Tanzania’s banking sector has witnessed a digital transformation driven largely by 

the widespread use of mobile and internet banking services. According to the Bank of 

Tanzania Annual Report (2023), the sector experienced over 70% growth in digital 

transactions over the past five years. However, this increase in digital activity has been 

accompanied by a rise in cyber threats, including unauthorized access, data breaches, and 

fraud attempts (BOT, 2023). In response, the Tanzanian government has introduced 

measures to strengthen cybersecurity, including the establishment of the National 

Cybersecurity Framework (2020) and the Tanzania Computer Incident Response Team 

(TZ-CIRT). Despite these efforts, studies such as those by Mwogosi [21] indicate that many 

commercial banks in Tanzania still struggle to implement comprehensive preventive 

controls, mainly due to resource limitations, insufficient skilled personnel, and weak 

regulatory enforcement. 

NMB Bank [22], one of Tanzania’s largest commercial banks, has aggressively 

expanded its digital banking platforms and currently serves millions of customers 

nationwide. The NMB Annual Report (2022) indicates that over 60% of the bank’s 

transactions were digital, which has increased its exposure to cyber risks. In response, 

NMB has implemented various cybersecurity preventive controls including biometric 
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authentication, encrypted mobile banking applications, real-time transaction monitoring, 

and regular cybersecurity training for staff [8]. However, 2023 internal audit highlighted 

incidents of attempted phishing attacks and malware infections, revealing vulnerabilities 

in the bank’s preventive controls, especially in real-time threat detection and incident 

response capabilities (NMB Internal Audit Report, 2023). 

       This study was specifically assessing how cybersecurity preventive controls 

influence the effectiveness of data protection within NMB Bank [22], considering both 

technological measures and organizational practices. By providing empirical insights from 

one of Tanzania’s leading commercial banks, the research aims to enhance understanding 

of the current status of cybersecurity controls in Tanzanian banking, identify challenges 

and gaps in data protection, and offer recommendations to strengthen cybersecurity 

frameworks. The study’s contribution is expected to inform policymakers, banking sector 

stakeholders, and cybersecurity professionals in Tanzania, helping to build more resilient 

commercial banks capable of mitigating the growing cyber threats in an increasingly digital 

financial environment. 

 

2. Literature review 

2.1. Theoretical literature review 

Protection Motivation Theory (PMT) explains how individuals are motivated to adopt 

protective behaviors in response to perceived threats. The theory posits that protection 

motivation arises from two cognitive processes: threat appraisal (perceived severity and 

vulnerability of the threat) and coping appraisal (perceived effectiveness of the protective 

behavior, self-efficacy, and response cost) as explained by Marikyan et al. [19]. In the 

context of this study, PMT is relevant because it helps explain how employees and 

management at NMB Bank respond to cybersecurity threats. If they perceive cyberattacks 

as severe and believe they are vulnerable, and if they have confidence in the effectiveness 

of cybersecurity preventive controls such as encryption, real-time monitoring, and multi-

factor authentication, they are more likely to comply with security protocols [9]. Thus, 

PMT supports the idea that the effectiveness of data protection depends not only on the 

availability of cybersecurity measures but also on the motivation and willingness of 

individuals within the bank to use them properly. 

 

2.2. Empirical review 

Al-Fadl et al., [3] conducted study focusing on the Impact of Cybersecurity Spending on 

the Performance in Egyptian Commercial Banks with a Field Study. Utilizing a mixed-

methods approach that combined deductive and inductive reasoning. A random sample of 

220 participants was drawn, resulting in 180 valid responses (82% response rate). The 

Kruskal-Wallis Test was employed to evaluate differences in perceptions among 

respondents. The findings revealed that cybersecurity investments significantly reduce 

cyber risks, with the highest impact seen in spending on cybercrime prevention and 

detection (average rating of 4.57), followed by cybersecurity development (4.54). The 

study further demonstrated that reducing cyber risks leads to improved bank performance, 

especially financial performance, which received the highest average score of 4.88. No 

significant differences were found in perceptions among respondents. In conclusion, the 
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study underscores the vital role of sustained cybersecurity investment in safeguarding 

banks against cyber threats and improving overall performance. 

Faforiji et al., [11] conducted study focusing on the Cybersecurity Threats and 

Financial Performance of Listed Commercial Banks in Nigeria. The study adopted an ex-

post facto research design, using a judgmental sampling technique to select ten out of the 

fourteen listed commercial banks on the Nigerian Exchange Limited. Secondary data were 

gathered from audited annual financial statements, Nigeria Deposit Insurance Corporation 

(NDIC) annual reports, and Nigeria Inter-Bank Settlement System (NIBSS) fraud reports 

covering the period from 2012 to 2023. Data analysis involved both descriptive statistics 

and inferential analysis using robust least square regression. The findings revealed that 

financial losses due to cybersecurity threats have a significant negative impact on the 

earnings per share of the listed banks (β = -0.013024, p = 0.0000), confirming that cyber 

threats translate into direct financial setbacks for financial institutions. The study 

concluded that cybersecurity risks are not merely technical issues but pose critical financial 

implications that can adversely affect profitability. 

John et al. [16] conducted study focusing on the Assessing the Impact of IT 

Governance Frameworks on Cybersecurity in Nigerian Commercial Banks. The study 

adopted a qualitative research methodology, utilizing document analysis and expert 

interviews with IT and risk management professionals from selected Nigerian commercial 

banks. The findings revealed that banks with mature IT governance structures were better 

equipped to anticipate, prevent, and respond to cyber threats compared to those with 

fragmented or poorly integrated frameworks. However, the study also highlighted several 

challenges, including limited expertise, insufficient budget allocations, and inconsistent 

regulatory compliance. In conclusion, the study emphasized that while IT governance 

frameworks are essential for effective cybersecurity, their success depends on continuous 

refinement and integration into overall corporate governance. 

Aderinto et al., [1] conducted study focusing on the Cybersecurity Threats and 

Financial Performance of Listed Commercial Banks in Nigeria. Adopting an ex-post facto 

research design, the study sampled ten out of fourteen listed commercial banks on the 

Nigerian Exchange Limited through judgmental sampling, utilizing secondary data from 

audited financial statements, Nigeria Deposit Insurance Corporation annual reports, and 

Nigeria Inter-Bank Settlement System fraud reports covering the period 2012 to 2023. 

Findings from descriptive statistics and robust least square regression revealed that 

financial losses from cybersecurity threats significantly and negatively impact banks’ 

earnings per share (β = -0.013024, p = 0.0000), highlighting the direct financial 

implications of cyber risks. The study concluded that cybersecurity threats are not merely 

technical issues but major financial concerns that erode profitability and shareholder value. 

Tariq et al., (2024) conducted study focusing on the How cybersecurity influences fraud 

prevention: An empirical study on Jordanian commercial banks. Using a quantitative 

research approach, data were collected from 173 information technology managers of 

commercial banks listed on the Amman Stock Exchange, and Structural Equation 

Modeling (SEM) was applied to test the hypotheses. The findings revealed that 

cybersecurity significantly enhances fraud prevention, with the detect function having the 

strongest impact among the five dimensions. The study concluded that robust cybersecurity 

frameworks are critical in combating the growing sophistication of fraud in the banking 

sector. It recommended that Jordanian commercial banks adopt advanced measures such 
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as multi-factor authentication (MFA) for customer accounts, employee access, and 

biometric verification systems to strengthen protection against unauthorized access and 

safeguard sensitive information. 

Senanu [26] conducted study focusing on the Cybersecurity response capabilities: 

a case study of commercial banks in Ghana. Employing a mixed-methods research design, 

data were collected from IT and Cybersecurity Managers of ten purposively selected 

commercial banks through questionnaires containing both open- and closed-ended items. 

The findings showed that the most common cyberattacks faced by banks included phishing, 

social engineering, botnets, ransomware, and cyber fraud, which negatively affected 

customer confidence in the affected banks. The study concluded that while banks have 

implemented several cybersecurity response measures, challenges remain in effectively 

addressing the evolving nature of cyber threats. It recommended enhancing cybersecurity 

awareness, strengthening information access and protection protocols, and investing in 

continuous capacity development to improve the resilience of banks against cyberattacks. 

 

2.3. Conceptual framework 

A conceptual framework is a theoretical model that outlines the key variables being 

examined and the connections between them. It shows how the dependent variable is 

influenced by the independent variable, emphasizing that changes in the independent 

variable affect the outcome of the dependent variable, as represented in the figure below. 

 

                                                                                 Dependent Variable 

 

 

 

 

 

 

 

 

 

 

Figure 1: Conceptual framework independent variable  

Source; From Literature Review 

 

3.0. Methodology 

3.1. Area of the study 

This study was conducted in NMB Bank PLC, one of the largest and most technologically 

advanced commercial banks in Tanzania. The first reason for selecting NMB Bank PLC as 

the study area is its rapid digital transformation, with over 60% of its transactions 

conducted through digital platforms, making it highly exposed to cyber threats. Secondly, 

NMB's national reach and large customer base provide a rich context for assessing the 

effectiveness of cybersecurity preventive controls across diverse banking operations. 

Thirdly, recent internal audits and reported cyber incidents within the bank highlight 
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practical challenges and gaps in data protection, making NMB an ideal case for evaluating 

the relationship between cybersecurity controls and data security effectiveness. 

 

3.2. Research design  

The study adopted a descriptive research design, which involves systematically observing 

and documenting the characteristics or behaviors of a given population without altering 

any variables. This approach was intended to present a precise and comprehensive 

representation of the subject matter by collecting both quantitative and qualitative data 

through methods such as surveys, interviews, and observations. The descriptive design was 

selected as it enabled a thorough and structured examination of the research topic [18]. 

 

3.3. Research approach 

This research employed a quantitative approach to examine the influence of cybersecurity 

preventive controls on the effectiveness of data protection in commercial banks, 

specifically focusing on NMB Bank PLC. The quantitative methodology involved the use 

of numerical data to analyze the relationships between key variables. It emphasized 

structured data collection tools, statistical analysis, and measurable indicators to test 

hypotheses and address the research questions. This approach was selected due to its 

reliability, validity, and effectiveness in identifying cause-and-effect relationships, making 

it well-suited for the study’s objectives and context [7]. 

 

3.4. Targeted population 

In this study, the population refers to the entire group of individuals or entities that share 

specific characteristics relevant to the research. This group comprises all the elements to 

which the study's findings are intended to be generalized. Based on data from NMB Bank 

in Dar es Salaam Branches (2025) the population size is identified as 183, as presented in 

Table 3.1. 

 

Table 3.1: Distribution population 

Department Number of Employees Percentage (%) 

IT and Security 51 27.3% 

Risk and Compliance 39 21.9% 

Operations 43 24.6% 

Finance and Accounts 32 16.4% 

Customer Service 18 9.8% 

Total 183 100% 

Source; NMB Bank (2025). 

 

3.5. Sample size and sampling techniques  

3.5.1 Sample size 

In this study, the sample size was determined to balance the feasibility of data collection 

with the need for statistical power to ensure that the findings are both reliable and 

generalizable.  

n=N/(1+N(e^2)) 

n=183/ (1+183(〖0.05〗^2)) 

n=126. 
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3.5.2 Sampling strategies 

The study utilized Simple Random Sampling as the sampling technique. This approach 

guarantees that every member of the population has an equal probability of selection, 

emphasizing its fairness and ease of application. Simple random sampling was chosen 

because it reduces selection bias by ensuring equal inclusion chances for all individuals. 

Its straightforward nature helps to obtain a sample that truly reflects the population, thereby 

supporting the reliability and validity of the study findings on the influence of cybersecurity 

preventive controls on data protection effectiveness at NMB Bank PLC [27]. 

 

3.6. Data collection methods 

This study employed a survey as the primary method for data collection, with a 

questionnaire serving as the key instrument. Surveys are well-suited for collecting 

organized and systematic information from a broad and varied sample, facilitating the 

examination of trends, patterns, and relationships among variables. The questionnaire was 

structured using a Likert scale, enabling efficient and reliable measurement of participants’ 

attitudes, perceptions, and behaviors related to cybersecurity preventive controls and data 

protection. This standardized format promotes consistency in responses, supports robust 

statistical analysis, and aids in drawing valid and meaningful conclusions about the 

effectiveness of data protection in commercial banks, specifically at NMB Bank PLC [20]. 

 

3.7. Data analysis methods 

The study employed both descriptive and inferential statistical methods to analyze the 

collected data. Descriptive statistics, such as measures of central tendency (mean, median, 

mode) and variability (range, standard deviation), were used to summarize and present the 

main characteristics of the data clearly. Inferential statistics, specifically multiple linear 

regression analysis, were applied to make generalizations about the wider population from 

the sample data. The analysis was performed using SPSS Version 26, providing both a 

detailed summary and predictive understanding of the relationships between cybersecurity 

preventive controls and the effectiveness of data protection in commercial banks, focusing 

on NMB Bank PLC [12]. 

 

3.8. Ethical considerations 
Throughout the study, the researcher maintained high ethical standards by treating all 

participants with respect and dignity, considering cultural differences, and promoting an 

inclusive atmosphere. Transparency was ensured by clearly explaining the research 

methods and objectives, as well as disclosing any potential conflicts of interest. 

Participation was entirely voluntary, allowing individuals to withdraw at any point without 

any negative repercussions. Confidentiality was protected through secure data storage and 

by anonymizing personal information. Informed consent was obtained by thoroughly 

informing participants about the study and addressing their questions [14]. 
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4.0 Findings  

4.1. Presentation of findings 

4.1.1. Response rate 

The response rate involves the proportion of respondents who completed and returned 

research or participated in a study out of the total number of people who were invited or 

sampled. It is a key indicator of the survey’s reliability and validity, as a higher response 

rate typically suggests that the results are more representative of the target population. In 

research, ensuring an adequate response rate is crucial for drawing meaningful and accurate 

conclusions as presented in Table 4.1. 

 

Table 1.1: Response rate 

Category Frequency Percent 

Questionnaire Distributed and returned 115 91.27% 

Non – response 11 8.73% 

Total 126 100.00 

Source: Field data (2025) 

 

Table 4.1 shows the response rate of the study’s questionnaire distribution. Out of 126 

questionnaires distributed, 115 were completed and returned, representing a high response 

rate of 91.27%, which indicates strong participation from the respondents. Only 11 

questionnaires were not returned, accounting for 8.73% non-response. This high response 

rate suggests that the data collected is reliable and provides a solid basis for analyzing the 

influence of cybersecurity preventive controls on data protection effectiveness at NMB 

Bank PLC. 

4.2.2 Socio - demographic characteristics 

Table 4.2: Socio - demographic characteristics of the respondents 

Categories Frequency Percent 

Gender of respondents Male 65 56.5 

Female 50 43.5 

Total 115 100.0 

Age group Between 18-30 years 31 27.0 

Between 31-40 years 50 43.5 

Between 41-50 years 22 19.1 

51 Years and above 12 10.4 

Total 115 100.0 

Academic 

qualifications 

Certificate level 14 12.2 

Diploma level 29 25.2 

Graduate level 56 48.7 

Post Graduate level 16 13.9 

Total 115 100.0 

Work Experiences Less than 3 years 7 6.1 

3 to 6 years 11 9.6 

7 and above 97 84.3 

Total 115 100.0 

Source; Field Data (2025). 
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Table 4.2 illustrates the socio-demographic profile of the 115 respondents involved in the 

study. In terms of gender, males constituted the majority with 56.5%, while females 

accounted for 43.5%, reflecting a relatively balanced gender representation among 

participants. This gender distribution ensures that insights into cybersecurity preventive 

controls at NMB Bank PLC are inclusive of diverse perspectives. 

Regarding age, the largest proportion of respondents (43.5%) fell within the 31-40 

years age group, followed by 27.0% in the 18-30 years bracket. Respondents aged between 

41-50 years represented 19.1%, while those aged 51 years and above comprised 10.4%. 

This distribution indicates a predominantly young to middle-aged workforce, which may 

influence their familiarity and interaction with modern cybersecurity measures. 

The academic qualifications of respondents showed that nearly half (48.7%) held 

graduate-level education, while 25.2% had diplomas. Those with postgraduate 

qualifications represented 13.9%, and certificate holders accounted for 12.2%. This 

suggests a well-educated sample capable of understanding and applying complex 

cybersecurity preventive controls within the bank. 

Finally, the work experience data reveal that a significant majority of respondents 

(84.3%) have been employed at NMB Bank PLC for seven years or more, indicating 

substantial institutional knowledge and experience. Those with three to six years of 

experience made up 9.6%, while only 6.1% had less than three years of experience. This 

extensive work experience is likely to contribute positively to the effective implementation 

and management of data protection practices in the bank. 

 

4.3. Descriptive analysis  

4.3.1 The influence of cybersecurity preventive controls on the effectiveness of data 

protection in commercial banks at NMB bank PLC. 

 

Table 4.3: The influence of cybersecurity preventive controls 

Statements for Likert scale Frequency Percent Mean SD 

The access control 

mechanisms implemented 

by the bank, such as 

password policies and 

biometric systems, 

effectively prevent 

unauthorized access to 

sensitive customer and 

operational data. 

Strong Disagree 2 1.7 3.63

  

 

1.062

  Disagree 16 13.9 

Neutral 33 28.7 

Agree 35 30.4 

Strong Agree 29 25.2 

Total 115 100.0 

Encryption technologies 

employed by the bank 

sufficiently protect 

confidential information 

during data transmission 

and storage, reducing the 

risk of data breaches.  

Strong Disagree 2 1.7 3.36

  

 

.948

  Disagree 23 20.0 

Neutral 31 27.0 

Agree 50 43.5 

Strong Agree 9 7.8 

Total 115 100.0 
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Regular and 

comprehensive 

cybersecurity training 

programs for employees 

significantly enhance their 

awareness and ability to 

adhere to security 

protocols within the bank. 

Strong Disagree 2 1.7 3.54

  

 

.920

  Disagree 15 13.0 

Neutral 30 26.1 

Agree 55 47.8 

Strong Agree 13 11.3 

Total 115 100.0 

The bank’s intrusion 

detection and prevention 

systems (IDPS) are 

effective in identifying 

and mitigating potential 

cyber threats in real-time 

before they can cause 

damage. 

Strong Disagree 4 3.5 3.51

  

 

1.187

  Disagree 25 21.7 

Neutral 23 20.0 

Agree 34 29.6 

Strong Agree 29 25.2 

Total 115 100.0 

Multi-factor 

authentication (MFA) is 

consistently enforced 

across all banking 

platforms, ensuring that 

only authorized personnel 

can access critical systems 

and customer accounts. 

Strong Disagree 5 4.3 3.41

  

 

1.008

  Disagree 18 15.7 

Neutral 28 24.3 

Agree 53 46.1 

Strong Agree 11 9.6 

Total 115 100.0 

The bank’s management 

actively supports and 

prioritizes investments in 

cybersecurity preventive 

controls to strengthen 

overall data protection 

and minimize cyber risks. 

Strong Disagree 7 6.1 3.31 

 

1.071 

Disagree 22 19.1 

Neutral 24 20.9 

Agree 52 45.2 

Strong Agree 10 8.7 

Total 115 100.0 

Average Mean Score 3.46 1.03 

Source; Field Data (2025). 

 

Table 4.3 presents the respondents’ perceptions regarding the influence of cybersecurity 

preventive controls on data protection effectiveness at NMB Bank PLC. The access control 

mechanisms implemented by NMB Bank, such as password policies and biometric 

systems, are generally perceived as effective in preventing unauthorized access to sensitive 

customer and operational data. With a mean score of 3.63, over half of the respondents 

(55.6%) agreed or strongly agreed with this statement, indicating confidence in these 

controls. However, 15.6% of respondents expressed disagreement, highlighting that while 

access controls are largely effective, there may still be gaps or inconsistencies that need 

addressing. 

Respondents showed moderate agreement (mean = 3.36) that encryption 

technologies used by the bank sufficiently protect confidential information during 

transmission and storage. A total of 51.3% agreed or strongly agreed that encryption helps 
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reduce data breach risks, but a significant 21.7% disagreed or strongly disagreed. This split 

suggests that while encryption is a key protective measure, there may be concerns about its 

implementation, effectiveness, or coverage that warrant further improvement. 

Regular and comprehensive cybersecurity training programs are seen as valuable, 

with a mean score of 3.54. A majority of respondents (59.1%) agreed or strongly agreed 

that such training enhances employee awareness and adherence to security protocols. This 

reflects the important role of continuous education in strengthening human factors in 

cybersecurity. Nonetheless, a minority (14.7%) disagreed, which may point to variability 

in training quality or participation. 

The bank’s IDPS received a mean rating of 3.51, indicating moderate confidence 

in their effectiveness at identifying and mitigating cyber threats in real-time. While 54.8% 

agreed or strongly agreed that these systems are effective, a sizeable 25.2% disagreed, 

signaling that real-time threat detection might face challenges such as delayed responses, 

false positives, or technology limitations that need to be addressed. 

MFA enforcement across banking platforms received a mean score of 3.41, with 

55.7% of respondents agreeing or strongly agreeing that MFA is consistently applied to 

restrict access to authorized personnel only. However, 20% of respondents disagreed or 

strongly disagreed, suggesting inconsistencies in MFA application or user compliance 

issues that may reduce its overall effectiveness in preventing unauthorized access. 

This statement had the lowest mean score of 3.31, indicating that management 

support and prioritization of cybersecurity investments are perceived as less robust 

compared to other controls. While 53.9% agreed or strongly agreed that management 

actively supports cybersecurity initiatives, 25.2% disagreed, pointing to possible gaps in 

resource allocation, leadership commitment, or strategic focus on cybersecurity, which 

could undermine overall data protection efforts. 

Overall, the average mean score of 3.46 suggests a generally positive perception 

of cybersecurity preventive controls at NMB Bank PLC, but the variation in agreement 

levels across statements highlights specific areas particularly encryption, IDPS 

effectiveness, MFA enforcement, and management support that require continued attention 

to strengthen the bank’s data protection framework. 

 

4.4. Regression analysis 

Table 4.4: Coefficients of the variables 

Model Unstandardized 

Coefficients 

Standar

dized 

Coeffic

ients 

t Sig. 95.0% 

Confidence 

Interval for B 

B Std. Error Beta Lower 

Bound 

Upper 

Bound 

1 (Constant) .847 .157  5.393 .000 .536 1.158 

Access Control .507 .066 .574 7.631 .000 .375 .639 

Network Security .240 .046 .341 5.274 .000 .150 .331 

Staff Training .025 .052 .032 .487 .627 -.077 .128 

 Dependent Variable; Data Protection 

Source; Field Data (2025). 
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Table 4.4 presents the regression coefficients analyzing the influence of cybersecurity 

preventive controls on data protection at NMB Bank PLC. The constant term is significant 

(B = 0.847, p < 0.001), indicating the baseline level of data protection when all independent 

variables are zero. Access control has a strong, positive, and statistically significant effect 

on data protection (B = 0.507, β = 0.574, p < 0.001), suggesting that improved access 

control mechanisms substantially enhance data protection effectiveness. Network security 

also shows a significant positive impact (B = 0.240, β = 0.341, p < 0.001), indicating that 

robust network security measures contribute meaningfully to safeguarding data. However, 

staff training does not have a statistically significant effect on data protection in this model 

(B = 0.025, β = 0.032, p = 0.627), implying that training alone, as measured here, may not 

directly influence data protection outcomes. Overall, these results highlight the critical 

roles of access control and network security in enhancing data protection, while the effect 

of staff training may depend on other factors not captured in this model. 

Table 4.5: Model Summary 

Model R R Square Adjusted R 

Square 

Std. Error of 

the Estimate 

1 .860a .739 .732 .4332017 

Source; Field Data (2025) 

. 

Table 4.5 presents the model summary for the regression analysis examining the influence 

of cybersecurity preventive controls on data protection at NMB Bank PLC. The model 

shows a strong positive correlation between the independent variables and data protection, 

with an R value of 0.860, indicating a high degree of association. The R Square value of 

0.739 means that approximately 73.9% of the variation in data protection effectiveness can 

be explained by the combined influence of the cybersecurity preventive controls included 

in the model. The Adjusted R Square of 0.732, which accounts for the number of predictors, 

confirms that the model provides a good fit to the data. Additionally, the standard error of 

the estimate at 0.433 suggests that the predictions made by the model are reasonably 

accurate. Overall, this model demonstrates a strong explanatory power of cybersecurity 

preventive controls on data protection effectiveness in the bank. 

 

Table 4.6: ANOVA 

Model Sum of 

Squares 

Df Mean 

Square 

F Sig. 

1 Regression 59.056 3 19.685 104.897 .000b 

Residual 20.831 111 .188   

Total 79.887 114    

Source: Field Data (2025). 

 

Table 4.6 presents the ANOVA results for the regression model assessing the influence of 

cybersecurity preventive controls on data protection at NMB Bank PLC. The regression 

sum of squares (59.056) reflects the variation explained by the model, while the residual 

sum of squares (20.831) represents unexplained variation. With 3 degrees of freedom for 

the regression and 111 for the residuals, the mean square for the regression is 19.685, which 
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is substantially higher than the residual mean square of 0.188. The F-statistic value of 

104.897 is highly significant (p < 0.001), indicating that the overall regression model is 

statistically significant and that the independent variables collectively provide a strong 

explanation of the variability in data protection effectiveness. This confirms that 

cybersecurity preventive controls significantly impact data protection in the bank. 

 

5. Discussion 

The findings of this study reveal that cybersecurity preventive controls play a crucial role 

in enhancing the effectiveness of data protection at NMB Bank PLC. Access control 

mechanisms are widely recognized by respondents as a key factor in preventing 

unauthorized access to sensitive data, underscoring their importance in securing banking 

operations. Similarly, network security measures contribute significantly to safeguarding 

data, confirming the critical role of robust technological defenses. However, while staff 

training is acknowledged as beneficial for raising awareness and adherence to security 

protocols, its direct impact on data protection appears limited within this context, 

suggesting that training alone may not suffice without complementary technical controls. 

The effectiveness of intrusion detection and prevention systems receives mixed 

perceptions, indicating potential challenges in real-time threat identification and mitigation 

that warrant further improvement. Additionally, although multi-factor authentication is 

generally enforced, inconsistencies in its application highlight areas where security 

protocols could be strengthened to prevent unauthorized access. Management support for 

cybersecurity initiatives, while acknowledged, is perceived as less consistent, suggesting 

that stronger leadership commitment and resource allocation are needed to sustain and 

enhance cybersecurity efforts. Overall, these findings highlight that while NMB Bank has 

implemented various preventive controls, ongoing attention to technological 

enhancements, employee engagement, and managerial commitment is essential to fortify 

data protection and effectively counter evolving cyber threats. 

This output is similarly with the study of John et al., (2024) which revealed that 

banks with mature IT governance structures were better equipped to anticipate, prevent, 

and respond to cyber threats compared to those with fragmented or poorly integrated 

frameworks. However, the study also highlighted several challenges, including limited 

expertise, insufficient budget allocations, and inconsistent regulatory compliance. 

 

6. Conclusion 

In conclusion, this study underscores the significant influence of cybersecurity preventive 

controls on the effectiveness of data protection at NMB Bank PLC. Strong access control 

and network security measures emerge as critical components in safeguarding sensitive 

banking information, while employee training, although important for awareness, requires 

integration with robust technical controls to maximize its impact. The mixed perceptions 

around intrusion detection systems and multi-factor authentication highlight the need for 

continuous improvements and consistent enforcement to address evolving cyber threats 

effectively. Furthermore, the findings point to a vital role for management in prioritizing 

and adequately resourcing cybersecurity initiatives to sustain a resilient defense 

framework. Strengthening these areas not only enhance data protection but also build 
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greater trust and confidence among customers and stakeholders in the bank’s ability to 

secure their information. 

 

7. Recommendations 

Based on the findings of this study, it is recommended that NMB Bank PLC strengthen its 

access control mechanisms by regularly reviewing and updating password policies and 

biometric authentication systems to address any emerging vulnerabilities. Ensuring strict 

enforcement and periodic audits of access permissions can further minimize the risk of 

unauthorized data access. Additionally, the bank should invest in advanced network 

security technologies and continuously monitor their effectiveness to safeguard against 

sophisticated cyber threats, including malware and intrusion attempts. 

Furthermore, while staff training programs are valuable, the bank should enhance 

these initiatives by tailoring training content to specific roles and incorporating practical 

simulations of cyberattack scenarios. This approach help employees better understand their 

responsibilities and improve their readiness to respond to security incidents. Coupling 

training with ongoing assessments and refresher courses can maintain high levels of 

cybersecurity awareness and compliance across the organization. 

Lastly, it is crucial for NMB Bank’s management to demonstrate stronger 

commitment to cybersecurity by allocating sufficient resources and prioritizing 

investments in preventive controls such as multi-factor authentication and intrusion 

detection systems. Establishing a dedicated cybersecurity governance team to oversee the 

implementation, monitoring, and continuous improvement of security measures ensure a 

proactive and coordinated approach. This strategic focus not only enhance data protection 

but also reinforce customer trust and safeguard the bank’s reputation in an increasingly 

digital banking environment. 
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